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A.
The following lists the indicated changes:

1. A.1.27, SECURITY REQUIRMENTS FOR UNCLASSIFIED AUTOMATED
INFORMATION TECHNOLOGY RESOURCES (1852.204-76) (November 2004
[DEVIATION]) is deleted in its entirety and replaced to read as follows:

1852.204-76 Sccurity Requirements for Unclassified Information Technology Resources.

SECURITY REQUIREMENTS FOR UNCLASSIFIED INFORMATION TECHNOLOGY
RESOURCES
(NOVEMBER 2004 |(DEVIATIONY))

(a) The Contractor shall be responsible for information and information technology (IT)
security when the Contractor or its subcontractors must obtain physical or electronic (i.c.,
authentication level 2 and above as defined in National Institute of Standards and Technology
(NIST) Special Publication (SP) 800-63, Electronic Authentication Guideline) access to NASA's
computer systems, networks, or ['T infrastructure, or where information categorized as low,
moderate, or high by the Federal Information Processing Standards (FIPS) 199, Standards for
Security Categorization of Federal Information and Information Systems, is stored. gencrated, or
exchanged by NASA or on behalf of NASA by a contractor or subcontractor, regardless of
whether the information resides on a NASA or a contractor/subcontractor’s information system,

(b) 1T Security Requirements. '

(1) Within 30 days after contract award, a Contractor shall submit to the Contracting Officer
for NASA approval an I'T Security Plan, Risk Assessment, and FIPS 199, Standards for Security
Categorization of Federal Information and Information Systems, Assessment. These plans and
assessments, including annual updates shall be incorporated into the contract as compliance
documents.

(1) The I'T system sccurity plan shall be prepared consistent, in form and content, with
NIST SP 800-18, Guide for Developing Security Plans for Federal Information Systems, and any
additions/augmentations described in NASA Procedural Requirements (NPR) 2810, Security of
information Technology. The security plan shall identily and document appropriate I'T security
controls consistent with the sensitivity of the information and the requirements of 'ederal
Information Processing Standards (IFIPS) 200, Recommended Security Controls for Federal
Information Systems. The plan shall be reviewed and updated in accordance with NIST SP 800-
26. Security Self-Assessment Guide for Information Technology Systems, and FIPS 200. on a
yearly basis.

(i) The risk assessment shall be prepared consistent, in form and content. with NIST SP
800-30. Risk Management Guide for Information Technology Systems. and any
additions/augmentations described in NPR 2810. The risk assessment shall be updated on a
yearly basis.

(ii1) The FIPS 199 assessment shall identify all information types as well as the “high
water mark,” as defined in FIPS 199, of the processed, stored, or transmitted information
necessary to fulfill the contractual requirements.

(2) The Contractor shall produce contingency plans consistent, in form and content, with
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NIST SP 800-34, Contingency Planning Guide for Information Technology Systems, and any
additions/augmentations described in NPR 2810. The Contractor shall perform yearly
“*Classroom Exercises.” “Functional Exercises,” shall be coordinated with the Center Cl1Os and
be conducted once every three years, with the first conducted within the first two years of
contract award. These exercises are defined and described in NIST SP §00-34.

(3) The Contractor shall ensure coordination of its incident response team with the NASA
Incident Response Center and the NASA Sccurity Operations Center.

(4) The Contractor shall ensure that its employees, in performance of the contract, receive
annyal 1T security training in NASA IT Sccurity policies, procedures, computer ethics, and best
practices in accordance with NPR 2810 requirements. The Contractor may use web-based
training available from NASA o mcet this requirement.

(5) The Contractor shall provide NASA, including the NASA Office of Inspector Genceral,
access to the Contractor’s and subcontractors’ facilities, installations, operations, documentation,
databases, and personnel used in performance of the contract. Access shall be provided to the
extent required 1o carry out IT security inspection, investigation, and/or audits to safeguard
against threats and hazards to the integrity, availability, and confidentiality of NASA information
or lo the function of computer systems operated on behalf of NASA, and to preserve evidence of
computer crime. To facilitate mandatory reviews, the Contractor shall ensure appropriate
compartmentalization of NASA information, stored and/or processed. either by information
systems in direct support of the contract or that are incidental to the contract.

(6) The Contractor shall ensure. that all individuals who perform tasks as a system
administrator, or have authority to perform tasks normally performed by a system administrator,
demonstrate knowledge appropriate to those tasks. Knowledge is demonstrated through the
NASA System Administrator Sccurity Certification Program. A system administrator is one
who provides IT services, network services, files storage, and/or web services, to someone else
other than themselves and takes or assumes the responsibility for the security and administrative
ccontrols of that service. Within 30 days after contract award, the Contractor shall provide to the
Contracting Officer a list of all system administrator positions and personnel filling those
positions, along with a schedule that ensures certification of all personnel within 90 days alter
contract award. Additionally, the Contractor should report all personnel changes which impact
system administrator positions within 5 days of the personnel change and ensure these
individuals obtain System Administrator certification within 90 days after the change.

(7) When the Contractor is located at a NASA Center or installation or is using NASA [P
address space, the Contractor shall --

(1) Submit requests for non-NASA provided external Internet connections to the
Contracting Officer for approval by the Network Security Configuration Control Board
(NSCCB);

(i1) Comply with the NASA CIO metrics including patch management, operating systems
and application configuration guidelines, vulnerability scanmng, incident reporting, system
adminisirator certification, and security training; and

(i11) Utilize the NASA Public Key Infrastructure (PKI) for all cncrvpted communication
or non-repudiation requirements within NASA when sceure email capability is required.

(c) Physical and Logical Access Requirements.

(1) Contractor personnel requiring access to IT systems operated by the Contractor for

NASA or interconnected to a NASA network shall be screened at an appropriate lével in
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accordance with NPR 2810 and Chapter 4, NPR 1600.1, NASA Sccurity Program Procedural
Requirements. NASA shall provide screening, appropriate to the highest risk-level, of the IT
systems and information accessed, using, as a minimum, National Agency Check with Inquiries
(NACI). The Contractor shall submit the required forms to the NASA Center Chief of Security
(CCS) within fourteen (14) days aftcr contract award or assignment of an individual to a position
requiring screcning. The forms may be obtained from the CCS. At the option of NASA, interim
access may be granted pending completion of the required investigation and final access
determination. Tor Contractors who will reside on a NASA Center or installation, the security
screening required for all required access (e.g., installation, facility, IT, information, etc.) is
consolidated to ensure only one investigation is conducted based on the highest risk level.
Contractors not residing on a NASA installation will be screened based on their | l access risk
level defermination only. See NPR 1600.1, Chapter 4.

(2) Guidancc for sclecting the appropriate level of screening is based on the risk of adverse
impact to NASA missions. NASA defines three levels of risk for which screening is required
(IT-1 has the highest level of risk).

(1) IT-1 -- Individuals having privileged access or limited privileged access to systems
whose misuse can cause very serious adverse impact to NASA missions. These systems include,
lor example, thosc that can transmit commands directly modifying the behavior of spacecrafi,
satellites or aircraft. ' : .

(i1) I'T-2 -- Individuals having privileged access or limited privileged access to systems
whose misuse can cause serious adverse impact to NASA missions. These systems include. for
cxample, those that can transmit commands directly modifying the behavior of payloads-on
spacecrafl, satellites or aircraft; and those that contain the primary copy of “level 17 information
whose cost to replace ¢xceeds one million dollars.

(i11) IT-3 -- Individuals having privileged access or limited privileged access to systems
whose misuse can cause significant adverse impact to NASA missions. These systems include,
for cxample, those that interconnect with a NASA network in a way that exceeds access by the
general public, such as bypassing {irewalls; and systems operated by the Contractor for NASA
whosc function or information has substantial cost to replace, even if these systems are not
intcrconnected with a NASA network.

(3) Screcmng lor individuals shall employ forms approprxalc for the level of risk as
cstablished in Chapter 4, NPR 1600.1.

(4) The Contractor may conduct its own screening of individuals requiring privileged access
or limited privileged access provided the Contractor can demonstrate to the Contracting Officer
that the procedures used by the Contractor are equivalent to NASA's personnel screening
procedurcs for the risk level assigned for the IT position.

(5) Subject to approval of the Contracting Officer, the Contractor may forgo screening of
Contractor personnel for those individuals who have proof of a --

(1) Current or recent national security clearances (within last three years);

(ii) Screening conducted by NASA within the last three years that meets or exceeds the
screening requirements of the I'T position; or

(i11) Screening conducted by the Contractor, within the last three years, that is equivalent
to the NASA personnel screcning procedures as approved by the Contracting Officer and
concurred on by the CCS.

(d) The Contracting Olficer may waive the requirements of paragraphs (b) and (¢)(1) through
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(c)(3) upon request of the Contractor. The Contractor shall provide all relevant information
requested by the Contracting Officer to support the waiver request.

(e) The Contractor shall contact the Contracting Officer for any documenls information. or
forms nccessary to comply with the requirements of this clause.

(D) The Contractor shall insert this clause, including this paragraph (f), in all subwnhauts when
the subcontractor is required to —

(1) Have physical or electronic access to NASA s computer systems, networks, or I'T
infrastructure; or
(2) Usc information systems to gcnerate, store, or exchange data with NASA or on behalf of
NASA, regardless of whether the data resides on a NASA or a contractor’s information system.
(End of clause)

2. A.1.23, ACCESS TO SENSTIVE INFORMATION (NFS 1852.237-72) (JUNE 2005) is
hcxcby incorporated as {ollows:

1852.237-72 Access to Sensitive Information.

ACCESS TO SENSITIVE INFORMATION

(JUNE 2005)

(a) As used in this clause, “sensitive information™ refers to information that a contractor has
developed at private expense, or that the Government has generated that qualifies for an
exception to the Freedom of Information Act, which is not currently in the public domain, and
which may embody trade secrets or commercial or financial information, and which may be
sensitive or privileged.

(b) To assist NASA in accomplishing managemcnt activities and administrative functions, the
Contractor shall provide the services specified elsewhere in this contract.

(¢) If performing this contract entails access to sensitive information. as defined above, the
Contractor agrees 10 -

(1) Utilize any sensitive information coming into its possession only for the purposes of
performing the services specified in this contract, and not to improve its own competitive
position in another procurement. '

(2) Safeguard sensitive information coming into its possession {rom unauthorized use and
disclosure.

(3) Allow access to sensitive information only to those employees that necd it to perform
services under this contract.

(4) Preclude access and disclosure of sensitive mformatxon to persons and entities outside of the
Contractor’s organization.

(3) Train employees who may require access to sensitive information about their obligations to
utilize it only to perform the services specified in this contract and to safeguard it from
unauthorized use and disclosure.

(6) Obtain a written affirmation from each employee that he/she has received and will comply
with training on the authorized uses and mandatory protections of sensitive information needed
in performing this contract.

(7) Administer a monitoring process o ensure that employees comply with all reasonable
security procedures, report any breaches to the Contracting Officer, and implement any
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necessary corrective actions.

(d) The Contractor will comply with all procedures and obligations specificd in its
Organizational Conflicts of Interest Avoidance Plan, which this contract incorporates as a
compliance document. . |

- (¢) The nature of the work on this contract may subject the Contractor and its employees to a
varicty of laws and regulations relating to ethics, conflicts of interest, corruption, and other
criminal or civil matters relating to the award and administration of government contracts.
Recognizing that this contract establishes a high standard of accountability and trust, the
Government will carefully review the Contractor’s performance in relation to the mandates and
restrictions found in these laws and regulations. Unauthorized uses or disclosures of sensitive
information may result in termination of this contract for default, or in debarment of the
Contractor for serious misconduct affecting present responsibility as a government contracior.
(1) The Contractor shall include the substance of this clause, including this paragraph (), suitably
modificd to reflect the relationship of the parties, in all subcontracts that may involve access 1o
sensitive information

(Fnd of clause)

.3, A.1.24, RELEASI OF SENSITIVE INFORMATION (NFS 1852.237-73) (JUNE 2005) is
hereby incorporated as follows:

1852.237-73 Release of Sensitive Information.

RELEASE OF SENSITIVE INFORMATION
(JUNE 2005)

(a) As used in this clausc, “sensitive information” refers 1o information, not currently in the
public domain, that the Contractor has developed at private expense, that may cmbody trade
scerets or commercial or financial information, and that may be sensitive or privileged.

(b) In accomplishing management activities and administrative functions, NASA relies heavily
on the support of various service providers. To support NASA activitics and functions, these
service providers, as well as their subcontractors and their individual employecs, may need
access 1o sensitive information submitted by the Contractor under this contract. By submitting
this proposal or performing this contract, the Contractor agrees that NASA may release to its
service providers, their subcontractors, and their individual employees, sensitive information
submitted during the course of this procurement, subject to the enumerated protections mandated
by the clause at 1852.237-72, Access to Sensitive Information.

(c)(1) The Contractor shall identify any sensitive information submitted in support of this
proposal or in performing this contract. For purposes of identifying sensitive information, the
Contractor may, in addition to any other notice or legend otherwise required, use a notice similar
to the following:

Mark the title page with the following legend:

This proposal or document includes sensitive information that NASA shall not disclose outside
the Agency and its service providers that support management activitics and administrative
functions. To gain access to this sensitive information, a service provider’s contract must contain
the clause at NI'S 1852.237-72, Access to Sensitive Information, Consistent with this clause, the
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service provider shall not duplicate, use, or disclose the information in whole or in part for any
purpose other than to perform the services specified in its contract. This restriction does not limit
the Government's right to use this information if it is obtained from another source without
restriction. The information-subject to this restriction is contained in pages [m%rt page numbers
or other identification of pages].

Mark cach page of sensitive information the Contractor wishes to restrict with the following
fcpend: ' ' _

Use or disclosure of sensitive information contained on this page is subjcct to the restriction on
the title page of this proposal or document.

(2) The Contracting Officer shall evaluate the facts supporting any claim that particular
information is “sensitive.” This evaluation shall consider the time and resources necessary to
protect the information in accordance with the detailed safeguards mandated by the clause at
1852.237-72, Access to Sensitive Information. However, unless the Contracting Officer decides,
-with the advice of Center counsel, that reasonable grounds exist to challenge the Contractor’s
claim that particular information is sensitive, NASA and its service providers and their
employees shall comply with all of the safeguards contained in paragraph (d) of this clause.

(d) To reccive access to sensitive information needed to assist NASA in accomplishing
management activities and administrative functions, the service provider must be operating under
a contract that contains the clause at 1852.237-72, Access to Sensmvc Information. This clause
~obligates the service provider to do the following: . '
(1) Comply with all specified procedures and obligations, including the .
Organizational Conflicts of Interest Avoidance Plan, which the contract has mcorporated as a
compliance document.
(2) Utilize any sensitive information coming into its possession only for the purpose of
performing the services specified in its contract,

(3) Safeguard sensitive information coming into-its possession from unauthorized use and
disclosure.
(4) Allow access to sensitive information only to those cmployees that need it to perform
services under its contract.
(5) Preclude access and disclosure of sensitive mf01 mation to persons and entitics outside of the
service provider's organization.

(6) Train employecs who may require access to sensitive information about their obligations (o
wilize it only to perform the services specificd in its contract and to safeguard it from
unauthorized use and disclosure.
(7) Obtain a written affirmation from each cmployee that he/she has received and will comply
with training on the authorized uses and mandatory protections of sensitive information necded
in performing this contract. :
(8) Administer a monitoring process to ¢nsure that employees comply with all reasonable
sccurity procedures, report any breaches to the Contracting Officer, and implement any
neeessary correclive actions.
(c) When the service provider will have primary responsibility for operating an information
technology system for NASA that contains sensitive information, the service provider’s contract
shall include the clause at 1852.204-76, Sccurity Requirements for Unclassified Information
Technology Resources. The Security Requirements clause requires the service provider to-
implement an Information Technology Security Plan to protect information processed, stored. or
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transmitted from unauthorized access, alteration, disclosure, or use. Service provider personnel
requiring privileged access or limited privileged access to these information technology systems
arc subject to screening using the standard National Agency Check (NAC) forms appropriate to
the level of risk for adverse impact to NASA missions. The Contracting Officer may allow the
service provider to conduct its own screening, provided the service provider employs
substantially equivalent screening procedures.

() This clause does not affect NASA's responsibilities under the l‘recdom of Information Act.
(g) The Contractor shall insert this clause, including this paragraph (g), suitably modilied to
reflect the relationship of the parties, in all subcontracts that may require the furnishing of
sensitive information.

(End of clause)

4. Incorporate A.1.43, PERSONAL IDENTITY VERIFICATION OF CONTRACTOR
PERSONNEL (FFAR 52.204-9) (NOVEMBER 2006)

52.204-9 -- Personal Identity Verification of Contractor Personncl
(See A.21. List of Attachment, Attachment T, entitled, “PIV Card Issuance Procedures,”
for Agency Personal [dentity Verification Procedures)

Personal Identity Verification of Contractor Personnel (Nov 2006)

(a) The Contractor shall comply with agency personal identity verification procedures identified
in the contract that implement Homeland Sccurity Presidential Directive-12 (HSPD-12), Office
of Management and Budget (OMB) guidance M-05-24, as amended, and Federal Information
Processing Standards Publication (FIPS PUB) Number 201, as amended.

(b) The Contractor shall insert this clause in all subcontracts when the subcontractor is required
to have routine physical access to a Federally-controlled facility and/or routine access to a
[F'ederally-controlled information system.

(End of Clause)

5. A2.1, LIST OF ATTACHMENTS is changed to add Attachment T, PIV Card Issuance
Pr ()ccdurcs (Sce Attachment 1 within this modification)

B. Except as provided herein, all terms and conditions of the document referenced in Item 10A,
as heretofore changed, remain unchanged and in full force and effect.

[End of Section]
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A.2.1 LISTOF ATTACHMENTS (REVISED 01/18/2007)
‘The following table constitutes part of this contract:

Table A.2.1 List of Attachments

ATTACHMENT

DESCRIPTION

A LIST OF ACRONYMS AND DEFINITIONS

B DATA REQUIREMENT DOCUMENTS (DRDs)

C STATEMENT OF WORK (SOW)

) PLATFORM THRESHOLDS

E ODIN SERVICE MODEL

¥ ODIN PERFORMANCE METRICS

G CATALOG OF SERVICES AND COMMERCIAL COMPONENTS (CSCC)
H SUBCONTRACTING PLAN

I REPEATED EQUIPMENT FAILURE PLAN

J DD254s

K RESERVED

L TRIAGE ASSIGNMENT TABLE

M LIST OF CENTER MAJOR CONTRACTS/PROJECTS INTERFACES
N ODIN PERFORMANCE SPECIFICATIONS

¢ LIST QF SYSTEMS OF RECORDS ON INDIVIDUALS

P PRICE LIST

Q AGGREGATE SEAT BAND PER ORDERING ENTITY

R 1 TECHNOLOGY REFRESHMENT BASELINE

S STEVENSON-WYDLER OBJECTIVES .

T PERSONAL IDENTITY VERIFICATION (PIV) CARD ISSUANCE

PROCEDURES

[END OF CLAUSE]




ATTACHMENT T PIV CARD ISSUANCE PROCEDURE

PIV Card Issua'nce Procedures in accordance with FAR clause 52.204-9, Personal
Identity Verification of Contractor Personnel

FIPS 201 Appendix A graphically displays the following procedure for the issuance of a
PIV credential.

| PIV Identlt\ Velcatlon and Issuance

Identity Verlfi catlonJ ‘

i ilometrie ssnrch

Employel 1
Sponsorship

Employee \
Application ——

Employee
Enrolls

‘r Com‘ vm emnloymem
3 rlD Vﬁllfla1lon thrauqh ’

Identny
Management
System (IBME)

¢ Card Production &
Personalization |

Issuer -

Numbers Indicate Funorfonal Aveas of \ cry Activation

© Responsibility

Greew funcrions manage W
Chain of Trust for ientizy Verification PIV Activated for

Operational Use

Flgure A-1,FIPS 201 Appendix A

Gainzs i 5

The following steps describe the procedures for the NASA Personal Identity Verification
Card Issuance (PCI) of a PIV credential:

Step 1:

The Contractor’s Corporate Security Oiﬁcer (CSO), Program Manager (PM), or Facility
Security Officer (FSQ) submits a formal letter that provides a list of contract employees
(applicant) names requesting access to the NASA Contracting Officer’s Technical
Representative (COTR). In the case of a foreign national applicant, approval through the
. NASA Foreign National Management System (NFNMS) must be obtained for the visit or
assignment beforc any processing for a PIV credential can take place. Further, if the
foreign national is not under a contract where a COTR has been officially designated. the
foreign national will provide the information dircctly to their visit/assignment host, and
the host sponsor will fulfill the duties of the COTR mentioned herein. In each case, the
letter shall provide notification of the contract or foreign national employee’s (hereafter
the “applicant”) full name (first, middle and last), social security number (SSN) or NASA




Foreign National Management System Visitor Number if the foreign national does not
have a SSN, and date of birth. If the contract employee has a current satisfactorily
completed National Agency Check with Inquiries (NACT) or an equivalent or higher
degree of background investigation, the letter shall indicate the type of investigation, the
agency completing the investigation, and date the investigation was completed. Also. the
letter must specify the risk/sensitivity level associated with the position in which each
applicant will be working (NPR 1600.1, §4.5 is germane) Further, the letter shall also
acknowledge that contract employees may be denied access to NASA information or
information systems based on an unsatisfactory background investigation/adjudication. .

After reviewing the letter for completeness and concurring with the risk/sensitivity levels,
the COTR/host must forward the letter to the Center Chief of Security (CCS). The CCS
shall review thc OPM databases (e.g., DCII, PIP, et al.), and take appropriate steps to
validate the applicant’s investigation status. Requirements for a NACI or other
investigation shall be initiated only if necessary. '

Applicants who do not currently possess the required level of background investigation
shall be dirccted to the e-QIP web site to complete the necessary background
investigation forms online, The CCS shall provide to the COTR/host information and
instructions on how to access the e-QIP for each contract or forexgn national employce
requiring access

Step 2:
Upon acceptance of the letter/background information, the applicant will be advised that

in order to complete the investigative process, he or she must appear in-person before the
“authorized P!V registrar and submit two forms ol identity source documents in original
form. The identity source documents must come from the list of acceptable documents
included in Form I-9. Employment Eligibility Verification, one which must be a Federal®
or State issued picture identification. Fingerprints will be taken at this time. The
applicant must appear no later than the cntry on duty date.

When the applicant appears, the registrar will electronically scan the submitted
documents; any document that appears invalid will be rejected by the registrar. The
registrar will capture electronically both a facial image and fingerprints of the applicant.
The information submitted by the applicant will be used to create or update the apphcanl
identity record in the Identlty Management System (IDMS).

Step 3:

Upon the applicant’s completion of the investigative document, the CCS reviews the
information, and resolves discrepancies with the applicant as necessary. When the
applicant has appeared in person and completed fingerprints, the package is electronically
submitted to initiate the NACL The CCS includes a request for feedback on the NAC
portion of the NACI at the time the request is submitted.

BE USLD for the orlgmal issuance of a PIV veltc,d credenual




Step 4:

PPrior to authorizing physical access of a contractor employee to a federally-controlled
facility or access to a Federal information system, the CCS will ensure that a check has
been performed with the National Crime Information Center (NCIC) and Interstate
Identification Index. In the case of a foreign national, a national check of the Bureau of
Immigration and Customs Enforcement (BICE) database will be performed for each
applicant. If this process yields negative information, the CCS will immediately notify
the COTR/host of the determination regarding access made by the CCS.

Step §: :
Upon receipt of the completed NAC, the CCS will update IDMS from the NAC portion

of the NACI and indicate the result of the suitability determination. [{ an unsatisfactory
suitability determination is rendcred, the COTR will advise the contractor that the
employee is being denied physical access to all federally-controlled facilities and Federal
information systems.

Based on a favorable NAC and NCIC/III or BICE check, the CCS will authorize the
issuance of a PIV fedcral credential in the Physical Access Control System (PACS)
database. The CCS, based on information provided by the COTR/host, will determine
what physical access the applicant should be granted once the PIV issues the credential.

Step 6:

Using the information provided by the applicant during his or her in-person appearance,
the PIV card production facility creates and instantiates the approved PIV card for the
applicant with an activation date commensurate with the applicant’s start date.

Step 7:
The applicant proceeds to the credential issuance facility to begin processing for receipt
of his/her federal credential.

The applicant provides to the credential issuing operator proof of identity with
documentation that meets the requircments of FIPS 201 (DHS Employment Eligibility
Verilication (Form [-9) documents. These documents must be the same documents
submitted for registration. ‘

‘The credential issuing operator will verify that the facial image, and optionally reference
finger print, matches the enrollment data used to produce the card. Upon verification of
identity, the operator will locate the employee’s record in the PACS database, and modily
the record to indicate the PIV card has been issued. The applicant will select a PIN for
use with his or her new PIV card.. Although root data is inaccessible 1o the operator,
certain fields (hair color, eye color, et al.) may be modified to more accurately record the
cmployee’s information, '

The applicant proceeds to a kiosk or other workstation to complete activation of the P1V
card using the initial PIN entered at card issuance.




ALTERNATIVE FOR APPLICANTS WHO DO NOT HAVE A COMPLETED .
AND ADJUDICATED NAC AT THE TIME OF ENTRANCE ONDUTY

Steps 1 through 4 shall be accomplished for all applicants in accordance with the process
described above. 1f the applicant is unable to appear in person until the time of entry on
duty. or does not, for any other reason, have a completed and adjudicated NAC portion of
the NACT at the time of entrance on duty, the following interim procedures shall apply.

1. If the documents required to submit the NACI have not been completed prior to
EOD, the applicant will be instructed to complete all remaining requirements for
submission of the investigation request. This includes presentation of 1-9
documents and completion of fingerprints, if not already accomplished. If the
applicant fails to complete these activities as prescribed in NPR 1600.1 (Chapters
3 & 4), it may be considered as failure to meet the conditions required for
physical access to a federally-controlled facility or access to a Federal information

- system, and result in denial of such access.

2. Based on favorable results of the NCIC, the applicant shall be issued a temporary
NASA identification card for a period not-to-exceed six months. If at the end of
the six month period the NAC results have not been returned, the agency will at
that time make a determination if an additional exiension will be granted for the
temporary identification card.

la]

3. Upon return of the completed NAC, the process will continue from Step 5.

(END OF ATTACHMENT]






